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What is your industry?

O

O 0O 0O o O o o o0 O O O

Professional & Business Services
Manufacturing

Construction

Transportation

Financial Services & Insurance
Information Technology

Retail & Trade

Government

Health Care

Real Estate

Media & Entertainment

Other
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What is business continuity planning and why is it

Agenda

important?
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How to develop a business continuity plan and who should be

involved?
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What is business continuity planning and why is it

important?

How to develop a business continuity plan and who should be

involved?
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What is
Business Continuity Planning?

The strategic and tactical capability of an organization to plan for and respond to
incidents and business disruptions in order to continue business operations at an

acceptable predefined level*
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What is

Business Continuity Planning?

It is...

Process of identifying vulnerabilities
that could cause a business

interruption

Process to minimize the impact of an
interruptions or major disruption to

mission—critical services

Process to quickly enable restoration
of critical assets as soon as possible

after a crisis
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What is

Business Continuity Planning?

Provides a course of action for
worst-case events such as natural
disasters, pandemics, economic
crises, data hacking, cyberattacks

and other external threats

Provides a safeguard against a
company’s business assets,

technology and personnel

Continues to provide service to your
clients in the event a service is

disrupted in any way
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What is

It is not the same as disaster recovery.

Disaster recovery focuses on Business continuity focuses on getting Disaster recovery is a subset of
restoring vital systems such as IT your entire busines back to full business continuity.
systems, records management, functionality.

communications systems and more.
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Have you experienced a business If so, what was the impact and how What was your biggest challenge to
interruption or disruption within the many days were you unable to recover and continue the operations?
last five years? operate your business?
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Why is Business
Continuity Planning

Important?
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Fire and explosion incidents are the

most frequent cause of business

interruption loss. Cost can be as

much as 45% more than the
corresponding property damage from

the incident.*

Financial Risk

Why is Business Continuity Planning Important?

**Allianz Global Corporate and Specialty (insurance and asset management company)_

The cost of business interruption
varies from $5.8 million due to

fire or explosion, $4.4 million due

to a storm, or $0.55 million due

to water damages.
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Cyberattacks are on the rise and Depending on the severity of the

cost companies $200,000 downtown, your company may

average, putting many out of also be liable for more costs.

business.
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Cybercrime is set to cost
businesses $5.2 ftrillion

worldwide within the next five

years according to Accenture.*

Financial Risk

Why is Business Continuity Planning Important?

Forty-three percent of

cyberattacks are aimed at small

businesses, but only 14% are

prepared to defend themselves

according to Accenture.*
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Case Study

City of Atlanta Ransomware

(2018)

Attack disrupted numerous city services including police records, courts, ulilities, parking

and other programs.

Computer systems

shut down for

S days

Full impact  of
attack cost more

than

$17M

Audit found

1,500 to 2,000

vulnerabilities in the city’s IT system.
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According to the United States Failure to comply with the

Department of Labor, almost

minimum requirements will result

every business is required to

in a violation and hefty fine.

have an Emergency Action Plan

(EAP).

ATL
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We live in an age of 24-hour

The way that a company

digital connectivity with responds to a crisis can make

expectation for immediate

or break its reputation for many

response time. years to come.
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Allows you to send out alerts Provides you with contact and

medical information in the event

and have employees check in to

let you know they are safe.

of an emergency.
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52% of businesses experienced a disruptive event in the last five

L years_

Consider these 75% of small businesses do NOT have a plan in place, but 52% say it would

_ take at least three months to recover from a disaster.
statistics™

907 of smaller companies fail within a year unless they can resume
o

operations within 5 days after a disaster.

*Agility Recovery Blog, April 2019; DeWitt Guam Blog February 2020



40-607%
of small businesses never re—open their doors following a

disaster.
Consider these

statistics™
Approximately

43
of businesses are temporarily closed due to

COVID.

*DeWitt Guam Blog February 2020, NBER Working Paper 26989 April 2020
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Do you have a business continuity Who has ownership of the plan and Where and how is the plan
plan documented and when was how is it being measured? maintained?

the last time you updated it?
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TEST AND MAINTAIN RISK ASSESSMENT

Five Steps to
Business Continuity

Planning

RECOVERY
STRATEGIES

BUSINESS IMPACT ANALYSIS (BIA)
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Identify

O Evaluation of the company’s risks and exposures

O Assessment of the potential impact of various business disruption scenarios

O Determination of the most likely threat scenarios

O Assessment of your operations, technology infrastructure and process capabilities
O Assessment of telecommunication recovery options and communication plans

O Prioritization of findings and development of a roadmap
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Analyze

O Recovery assumptions, including Recovery Time Objectives (RTO)

O Critical business processes and workflows as well as the supporting production applications
O Interdependencies, both internal and external

O Critical staff including backups, skill sets, primary and secondary contacts

O Future endeavors that may impact recovery

O Special circumstances
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Business Impact

Analysis Worksheet

Timing / Duration

Department / Function / Process

Operational & Financial Impacts

Operation Impacts

Financial Impact

Timing - Identify point in time  when interruption
would have greater impact (e .g., season, end of
month/quarter, etc. .)

Duration: Identify the duration of the interruption
or point in time  when the  operational and or
financial impact(s) will occur.

. < 1 hour

>1 hr. < 8 hours

>

>

>

>

>

8 hrs. <24 hours
24 hrs. < 72 hrs.
72 hrs.
1 week

1 month

Considerations (customize for your business)
Operational Impacts Financial
e Lost sales and income Quantify
e Negative cash flow resulting from  delayed sales
or income
e Increased expenses (eg., overtime labor,
outsourcing, expediting costs, etc)
o Regulatory fines
e Contractual penalties or loss of contractual
bonuses
o Customer dissatisfaction or defection
e Delay executing business plan  or strategic initiative

Impact

in financial terms.
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Design

O Developing and documenting the plan

O Obtaining executive sign—off of Business Impact Analysis (BIA)

O Leveraging the Risk Assessment and BIA findings to create an actionable and thorough plan
O Developing department, division and site level plans

O Reviewing plan with employees and key stakeholders and to finalize and distribute

O Ensuring proper document management policies and procedures for the plan

ATL
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Execute

O Conducting gap analysis to determine gaps between recovery plan requirements and current

capabilities
O Exploring recovery strategies with management approval
O Validating that recovery times are aligned with objectives

O Implementing recovery strategies

ATL
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Recovery Checklists

For: [C_Officialname] Area:
Conductad by: Date:

In the aftermats of 8 mar-mada or Ratural dizssisr, you and your company will have & numbar of concerns fo acecunt for 82 yeu
peepare b reapen far Business. Follow s checkllst fn ensurs that you bk the proper steps b recover sfier & diaster sidkes.

rariety of factors
Recovery Stepa COMPLETE “"‘z“‘e Small
i and ensure
Decide wih youT ParNEr: of GI-OWNSrS 1o DE30lve your buziness entily. Document the declsion wih 3 o
writien agraement.
Cantact your Insurance provigens) 1 s1an e claims praces. o NOT A
85 STARTED
AsEess damage:
- Make note of any structural damage 1o bullding(s). o =] =]
- Mote any damage o equIpment, MaChINEry o Company venlsles.
- Motz any ket of daMaged Inventory (Doth matenaks for DUSINESE UEE and Products for sale). =] =]
A5 Mey come 1 ¥our atiantion. comple a st of concams that must be adorecsad Defore you ara o
abde o reopan. o o
Contast employees, SUppIErs and CUSIOMENS 1o INform them of any disruptking In operation and an o
expecied date when thay can anficipate i 1o resume. =] =]
11 you have cancems that damage 1o 3 bullding coul pose 3 safety Nazard 1o employess or o
custamers, Nave the bulloing prafessionally INEpected. =] =]
Propey secure me bullding whlle r2pake are being made of If relccasan of Dusiness activity is
necessary. o o o
Ensure ulliNles 2re restored and In safe working order L2fre resuming busingss operations. a o o
Propey repalr and clean faciilty 1o ensure e environment s free of any salely hazands Defore o o o
resuming business operafions.
=] =]
Financial Conslderafions COMPLETE o o
Flle 3 ciaim with your business Intermuption INsurance pravider. o
=] =]
Datarmine tha amount a7 kst Incom the disaster has caused. o
Campiie the following INfarmatian ta Enare with you Insurance agjuster: o o o
- Sales records and history o o o
- Profits and loss statements o lncome tax foms =]
Canslger any inancial responsibilties you may have, euch a5 payrall or Ecnetuled payments to o o o
CRmiOrE.
Ke#p defafied r2cards of all expenses INCUMed during e F2COVETY Pracess. =] .Y
TS CNECKISE I3 ot ITETaed 50 KEniey & Razands, or FEVSct o1 Eauvemants of FEger, SIETE o IocE! [, AQoond) MESsurss ey Be FEguned
‘Deyong thase (gEnttied oy TS CYECKiEE. o o
=] =]
33 o o
[ |- o o
. RRAL § 2 ki
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Measure

O Testing and maintaining updated plans

O Developing testing scenarios and exercises to ensure key stakeholders are comfortable

with the plan steps
O Conducting training for business continuity team
O Conducting tests and documenting results
O Discussing lessons learned

O Executing bi-annual plan reviews and updates

ATL
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What Should be Included
in the Plan

©)

Data backup and recovery (hard copy and electronic)
A list of all mission critical systems

Latest version of financial and operational assessments
Standard processes and procedures

Communications plan including alternative communication methods between customers and the business and between the business and

employees

Alternate physical location of employees

ATL
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Who should be
Involved?

Program Sponsor

O Operations, Risk Management, Finance and/or IT experience
O Must understand the organization’s strategy, products and services

O Authority to commit organization to a strategic direction for business continuity
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Who should be
Involved?

Steering Committee

@) Cross Functional

O Provide input on program objectives, recovery requirements and strategy options

O Meet frequently initial during plan development and quarterly to review performance of the plan
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Who should be
Involved?

Program Manager

O Measure performance
O Consult with subject matter experts throughout the organization
O Facilitate exercises and perform centralized training actions

O Initiate continual improvement and maintenance activities to ensure plan alignment with strategic objectives

O Adyvise teams on key recovery tasks

ATL
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Who should be
Involved?

Managers

O Ownership of plans

O Ensure business continuity strategies are aligned with organization’s strategic objectives and customer

requirements

ATL
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Who should be
Involved?

Employees

O Performs roles on individual recovery teams
O Understand and follow the plan

O Communications regarding the plan
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Who should be
Involved?

Suppliers, Business Partners and Government Entities

O Coordination during the planning process

O Support response and recovery efforts

ATL
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The
Plan

Communications

Maintain a documented plan

Initiate immediately

Brief leaders and company spokesperson on the situation

Prepare and issue company statements to customers, media and other organizations
Update social media plan and goals and communications to align with recovery strategies
Communicate information and procedural instructions to employees and stakeholders
Communicate information to the employee families and local community

Update communications frequently as emergency events changes

ATL
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Communications
Plan Example

Audience

Deliverable

Description

Delivery Method

Reports

Presentations

Project

Announcements

Reviews and
Meetings

Team Morale

Project status report

Quality audit report

=Deliverable>
=Deliverable>
=Deliverable>

Project review

=Deliverable>
=Deliverable>
=Deliverable>

Task reminders

=Deliverable>
=Deliverable>
=Deliverable>

Team meeting

=Deliverable>
=Deliverable>
=Deliverable>

Team event

=Deliverable>
=Deliverable>
=Deliverable>

Regular update on critical
project issues

Regular update on project
quality performance
=Description=
=Description=
=Description=

Project status update

=Description=
=Description=
=Description=

Task Owner schedule

=Description=
=Description=
=Description=

Meeting to review project
status

=Description=
=Description=
=Description=
Regularly schedule team
morale events
=Description=
=Description=
=Description=

E-mail

E-mail

=Delivery Method=
=Delivery Method=
=Delivery Method=

Meeting

=Delivery Method=
=Delivery Method=
=Delivery Method=

E-mail

=Delivery Method=
=Delivery Method=
=Delivery Method=

Meeting

=Delivery Method=
=Delivery Method=
=Delivery Method=

Event

=Delivery Method=
=Delivery Method=
=Delivery Method=

Weekly

Weekly

=Frequency>
=Frequency>
=Frequency>

Monthly

=Frequency>
=Frequency>
=Frequency>

Daily

=Frequency>
=Frequency>
=Frequency>

Weekly

=Frequency>
=Frequency>
=Frequency>

Quarterly

=Frequency>
=Frequency>
=Frequency>

Project Manager

Quality Manager

=Owner=
=Owner=
=Owner=

Project Manager

=Owner=
=Owner=
=Owner=

Project Manager

=Owner=
=Owner=
=Owner=

Project Coordinator

=Owner=
=Owner=
=Owner=

Project Sponsor

=Owner=
=Owner=
=Owner=

Project Manager
Project Sponsor
Project Team

Project Manager
Project Sponsor

<Audience>
<Audience>
<Audience>

Project Manager
Project Sponsor
Project Team

<Audience>
<Audience>
<Audience>

Project Manager
Project Team

<Audience=
<Audience=
<Audience=
Project Manager
Project Sponsor

Project Team
Quality Manager

<Audience>
<Audience>
<Audience>

Project Manager
Project Sponsor
Project Team

<Audience>
<Audience>
<Audience>
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Start now, refine later, update as events change.

Taps
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Taps

Communicate early and frequently.
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T @
Measure the plan for effectiveness and refine as

required
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Taps

Consider Business Interruption Insurance ATL
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Taps

Start now, refine later, update as events change.

Communicate early and frequently.
Measure the plan for effectiveness

Consider Business Interruption Insurance
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Case Study

Hurricane Harvey

August 2017

Over 4 days areas of Southeast
Texas received more than 40

inches of rain and caused more

than $125 billion in

damage.

Countless of small businesses were devastated.

Galle Media, a small business, had a business continuity and disaster
recovery plan. The building was destroyed but its operations were
hardly affected. Data was stored in the cloud allowing staff to work
through the storm and after.
£
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Case Studies

COvVID-19

More than half of US restaurant
closures are permanent due to

coronavirus

More than 100,000 US small
businesses have permanently

closed due to coronavirus

Cybersecurity Attacks are rising
during COVID- 19, but only half of
organizations say their security

teams are prepared for them
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For information, Contact

Charlette Wynn

President and CEO
P3 Delivery

(W

404 294-7774
678 362-8633

[1.8. Small Business Administration

8(a) Certified

Headquarters:

160 Clairemont Avenue
Suite 200

Decatur, GA 30030
DUNS: 088308353
CAGE: 51AE3

@

cwynn@p3delivery.com

|LUUJUJ.
T

www.p3delivery.com
contactus@p3delivery.com
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